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Smart Container solutions empower supply chain stakeholders to enhance their operations using reliable phys-
ical data to provide door-to-door visibility and Al-based predictive services for deriving predictive event deter-
mination, as well as visibility into the status and environmental condition of the container and its goods at any
point along the route of the container.

The UN/CEFACT Smart Container project is of importance in the development of global international multi-
modal standards to support the future of global trade. The project employed a step-by-step methodology to reach
common understanding of smart containers and to deliver smart container data model by defining the data ele-
ments, the code lists, and the messaging standards that can be used in future development of APIs for communi-
cation with smart containers.
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The Smart Container solutions

A “‘smart container” is considered to be a marine shipping container, which is fitted with a permanently in-
stalled smart monitoring device. However, for other modes of transport, such as air or road, a Unit Load Device
(ULD) is also considered a container, which may be fitted with an attached monitoring device that would convert
it into a smart container.

In a related sense, a “smart device” has a set of sensors embedded within the container, enabling it to measure
real-time information such as identifying location, door opening and closing, vibrations, temperature, humidity,
and any measured physical parameters of the surrounding environment of the asset. The smart device has a com-
munication capability, which enables it to send out the measured data to a collection centre. These tracking and
monitoring devices can also be used to equip other types of assets such as rail wagons and truck trailers. Extra
remote sensors could also be added/paired with the main smart device to address the specific needs of a given
cargo consignment.

When trip plan and settings are used to parametrise the smart container solution, smart containers can differ-
entiate business-as-usual conditions during the journey versus out-of-bounds conditions when certain measures
exceed the configured thresholds, alerting stakeholders to take action (Becha, 2020b). For example, the smart
container solution can detect and alert the stakeholder if a door were opened in an unexpected location during a
journey (Becha, 2019).

The UN/CEFACT Smart Container Project Deliverables and Project Methodology

The United Nations Centre for Trade Facilitation and Electronic Business (UN/CEFACT) has now developed
the needed data exchange standards to promote and simplify the deployment of Smart Container solutions. These
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have been described and published through its Transport and Logistics Domain Smart Container Project, begun
in October 2017, with all initial deliverables completed in October 2020.

This project aimed to promote the usage of Smart Containers in multi-modal transport and has defined the
deliverables required for integrating smart container data into the different industry processes of stakeholders
throughout the end-to-end supply chain (see Voorspuij & Becha, 2020; chapter 5).

Adoption of global multimodal data exchange standards guarantees operational interoperability. With new and
emerging technologies being tested and implemented in today’s challenging supply chain environment, these
standards are more necessary than ever. There are many benefits to adoption of standardisation in the usage of
Smart Containers'.

Smart container data exchange standards enable stakeholders in the logistics chain to reap the maximum ben-
efits from smart container solutions, while enabling them to share data and associated costs, increases the ability
to collaborate, which in turn increases efficiency, reduces development and deployment costs and cut time to
market. Furthermore, there are potential risks associated with developing and implementing solutions that do not
conform to global standards. Proprietary non-standardised solutions impede interoperability of solutions leading
to costly and time-consuming integration causing a user organisation not to implement all solutions that would
benefit them and may result in vendor lock-in.

An official UN/CEFACT White Paper completed in December 2018 defines the smart container solution eco-
system and the value of this service for each player (e.g., the actors and the various potential use cases for this
technology). This document was re-published by the United Nations Economic Commission for Europe (UNECE,
20192).

Subsequently, the Smart Container Business Requirements Specifications (BRS) was developed and published
in September 2019. This is an official global UN/CEFACT deliverable (UN/CEFACT, 20193), that explains the
value proposition of different smart container use cases in detail, with the focus on data exchanges, values, and
formats. The BRS document clearly identifies that the more information a smart container service provider re-
ceives about the planned trip plan and the desired physical parameters values, the more value can be obtained
from the smart container investment (e.g. targeted alerts instead of simply periodic measurements). This BRS
ensures that the various ecosystem actors share a common understanding of smart container benefits by presenting
various use cases. It also details the smart container data elements. Defining the data elements that smart contain-
ers can generate accelerates integration and the use of smart container data on different platforms for the enhance-
ment of operations. In addition, utilising standard smart container data enables open communications channels
between supply chain actors.

Concurrent with the development of the BRS was the task to define the data elements that would specify these
processes. Each new project of the UN/CEFACT domain builds on its Core Component Library (CCL) or the
appropriate subset of contextualised data elements, such as the Multi-Modal Transport Reference Data Model
(MMT). The CCL brings together the data exchange requirements of international multimodal transport processes
including related trade, insurance, customs and other regulatory documentary requirements based on the integra-
tion of trade facilitation and e-Business best practices.

The UN/CEFACT CCL data model is extensible and can evolve to meet changing needs of buy/ship/pay pro-
cess stakeholders. Data elements to accommodate use cases as identified in the BRS (UN/CEFACT, 2019) and
their associated semantic definitions have now been implemented in the UN/CEFACT CCL and the MMT.

The MMT includes transport booking, transport ordering and freight invoicing processes, together with the
actual transportation and the required border clearance processes related data elements. Stakeholders can choose
from and reuse data elements, as well as enrich the global Reference Data Models (e.g. MMT) and the CCL as
part of the UN/CEFACT standards development processes. These data elements create contextualised, technol-
ogy-independent notification message structures.

In this data modelling process, items added to the CCL and the MMT include:
*  Sensor related data-elements and classes
*  Geographical information data-elements and classes

! The references at the bottom of this article provide in depth description of the benefits listed as well as a range
of other benefits.

2 http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePapers/WP-SmartContainers_Eng.pdf

3 https://www.unece.org/fileadmin/DAM/cefact/brs/BRS-SmartContainer_v1.0.pdf
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* A total of approximately 120 additions to the CCL with 6 changes to existing entities (related to geo-

graphical objects)
*  Linking to MMT entities like Consignment and Transport Equipment

The methodology of the UN/CEFACT Smart Container Project, is based on four steps (Figure 1):
1. Identify stakeholders and the Smart Container services as provided in the BRS document.

2. Derive data elements to be exchanged by smart container solutions identified in the use cases (outputs and

inputs of the services).

3. Select a subset of data to define a contextualised message structure to meet the requirements of a given
use case. This message structure is independent from the technology that will be used to communicate the

data.

4. Define a specific syntax-based information exchange using a chosen technology, which may result in API

definitions or EDI message definitions based on standardised data elements.
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Figure 1: UN/CEFACT Smart Container Project Methodology -
From data elements to APIs definition

Smart container code lists

Step 3 of the process was finished in October 2020 with the completion of the Codes Lists and Messaging
structures within the MMT, which concluded all the expected deliverables of the Smart Container Project. Eleven
new code lists (e.g., defined codes, names and descriptions) were created to align the entries to specific data
elements to complement the UN/CEFACT smart container data model. The table below records these types of

code lists, their purposes and provides a few examples.

List Name

Purpose

Examples

Sensor Categories

It describes different categories of sensors used
in a smart container

Original Equipment manufacturer
Embedded

Remote permanent

Remote temporary

Reefer Data

It describes the type of data from a Reefer Unit

Setpoint

Return point
Discharge pressure
Discharge temperature

Sensor Type

It describes the type of a sensor in a smart con-
tainer. It covers the different sensors having the
ability to measure a particular physical param-
eter

Location
Temperature
Humidity
Accelerometer
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List Name

Purpose

Examples

Device type

It describes the type of device used in a smart
container

Active permanently installed
Passive permanently installed
Active temporary

Passive temporary

Power source type

It describes the type of power supply to the de-
vice in a smart container

Reefer Engine

Truck Engine

Other Engine

Solar Power
Rechargeable Battery
Replaceable Battery

Device Communi-

It describes the technical communication capa-

NB-loT - LTE-CatNB1 cellular network

cation Capability | bility of a device in a smart container Bluetooth
LoRaWAN
Device It describes the type of certification of a device | ATEX
Certification Type | in a smart container IEC60079
Name IEC62133/IEC 60086-4/UN 38.3
IEC 62262
IEC 62368-1
FCC or 2014/30/EU

Device or Sensor
Position

It describes the physical position where the de-
vice or sensor is located in the smart container

Door end, top half, right half
Right side, top half, 1st section

Device Status De-
scription

It describes the status of the smart container de-
vice at the time of event transmission

Normal working mode

In power saving mode

Damaged and attached to an asset
Damaged and removed from an asset
Device is paired with an asset
Device is not paired to an asset

Location Source
Type

It describes the acquisition source where the
geo coordinates (Lat+Lon) were derived from

Device GNSS

Network location-based services
Mean of transportation position
Fixed provisioned location

Event Code

It describes the type of event reported by a
smart container

Measurement out of range

Faulty measurement

Device connected to an external power
source

Long lasting movement

Long lasting stillness

Occurrence Loca-
tion

It describes the role (the function) of a location
related to a particular transport

Customer location export
Inland terminal export

Sea port terminal export

Sea port terminal transshipment
Sea port terminal import

Inland terminal import

Table 1: Smart Container Code lists

The following is a screenshot of the code list detailing the different sensors that can be embedded in the smart

container device.




02 Sensor Type [EEvERPIIUT<- 571 04 Power Source Type 05 Device Comm capability

06 Device Certification type 07 Device+Sensor Position 08 Device Status 09 Location source 10 Event Code 11 Occurrence Loc Type

Code List Description |It describes the type of a sensor in a smart container.
It covers the different sensors having the ability to measure a particular physical parameter
based on new UN/CEFACT code list
Sensor Sensor Description
Type Type
Code
LOoC Location A sensor that measures location information : Latitude, Longitude
TMP Temperature A sensor that measures re
HUM Humidity A sensor that measures humidity
ACC Accelerometer A sensor that is used to rep a 1-3 axis | (shock and vibration)
LUM Light Meter A sensor that measures light (¢can be used for door opening detection)
MAG Magnetometer A sensor that is used to represent a 1-3 axis magnet ter with optional p direction (oni: ion)
[PRS [Pressure A sensor that measures pressure (Gas, Liquid, Atmosphere, barometric...)
VOL Voltage A sensor that measures power supply voltage (Volt)
CUR Current A sensor that measures power supply current (Amps)
PER Transducer A sensor that reports measurements on a 0-100% scale
CON Concentration A sensor that measures particle concentration in a medium, e.g. concentration of gases
[RAD [Radiometer A sensor that measures radiation
DOR Door A sensor that determines door opening status
HEA Infrared heat A sensor that determines heat signatures
MTN Infrared motion A sensor that detects motion withinin the

Figure 2: UN/CEFACT Smart Container Project: Code List Example —
Overview of physical parameters measured / checked by sensors.



An example of the Messaging structure is provided below in Figure. 3

Reporting Monitoring I0T Device o—= Granted Product Certificate

ID [0..¥] 1D [0..1]
Type Code [0..1] Issue Date Time [0..1]
Operational Status Code [0..1] Type Code [0..%]
Communication Capability Code [0..1] Issuing Party ID [0..1]
Position Code [0..1]
Power Source Type Code [0..1] - .
Remaining Battery Charge Percent [0..1] | [0.1 Manufacturer Party
Latest Received Signal Date Time [0..1] D [0..1]
Attached Asset ID [0..1] Mame [0..1]

¥

Owner Party

1D [0..1]
Mame [0..1]

Operator Party

ID [0..1]
Mame [0..1]

¥

¥

Provider Party

1D [0..1]
Mame [0..1]

CEM Interface Equipment

ID [0..%]

Type Code [0..%]

Poling Capability Indicator [0..1]
Poling Rate Measure [0..1]

¥

¥

Reporting Sensor Communication Pairing
Paired Indicator [0..1]

Method Code [0..1]

Target Entity ID [0..1]

Related Communication Event

1D [0..1]

Occurrence Date Time [0..1]
Type Code [0..1]
Description [0..%]

Unit Quantity [0..1]

Reason Code [0..1]

Value Measure [0..1]

Y

= Reported Transport Event

- Embedded Sensor

1D [0..%]

Type Code [0..1]

Paosition Code [0..1]

Value Measure [0..1]

Remaining Battery Charge Percent [0..1]

Figure 3: UN/CEFACT Smart Container Project: Draft message structure for
Smart Container communication

Next Steps

UN/CEFACT, in concert with other open standardisation organisations, will continue to develop and maintain
standards for Smart Containers to ensure these will support the business requirements of stakeholders now and in
the future.

At this stage, the smart container team has delivered the expected deliverables per the project proposal that
was supported by the governments of France, Italy, Australia and the United States. The deliverables as presented
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above include the White Paper for decision makers, BRS, a concrete data model for dry and reefer containers
based on well-established standards and various code lists that complement this data model. Many presentations
and publications were produced to promote the adoption for the smart containers in general and standards-based
solutions using these project deliverables.

A future Smart Container 2.0 update project to update the current data model (if required) with deliverable of
an API catalogue for Smart Containers may be forthcoming. The UN/CEFACT is currently continuing work on
Application Programming Interfaces’ (APIs) standardisation methodology, which will enable the development of
a Smart Container API catalogue that can be the source code-based interface specification enabling software com-
ponents (services) to communicate with each other.

Beyond the promotion and standards adoption, the team is now reaching out to early adopters. These early
adopters include [oT providers and relevant organisations such as the DCSA4, SMDG, and IATA to receive their
input based on their review of the project deliverables. The team will continually maintain the standard code lists
with the relevant organisations and ensure the relevancy of the data model.

This paper can be considered as a call for review and participation to maintain the new smart container related
code lists.

Conclusion

The UN/CEFACT Smart Container project developed multi-modal open communications standards that can fa-
cilitate a state-of-the-art solution in providing and exposing services. Any stakeholder may orchestrate and enrich
these services to meet their business process needs. The availability and exposition of these services can boost the
digital transformation of the transportation and logistics industry, fuelling innovation in new applications and
services. Smart containers will revolutionise the capture and timely reporting of data throughout the supply chains.
Such containers are an essential building block to meet the emerging requirements for end-to-end supply chains
(e.g., Voorspuij & Becha, 2020; Lind et al, 2020ab). As leading carriers adopt smart container solutions, they gain
valuable data that can be shared with all authorised supply chain stakeholders.

DCSA is one example exhibiting that industry is adopting the UN/CEFACT Smart Container standards already:
DCSA has defined the IoT connectivity standards in support of smart containers and other IoT enabled objects,
which will accelerate further adoption of this technology.

Many concepts and initiatives have also emerged taking into account the smart container data and services.
The Maritime Shipping industry is taking advantage of emerging technologies and concepts including digital twin
that enables to “digitally represent and simulate objects and events prior to decision making” including smart
container. Digital data streams’ built upon standardised data sharing provide opportunities for real-time represen-
tation and simulation of authentic situations.

All initiatives using smart containers will be more successful when based on standards. The collaborative and
joint efforts to support the improvement of the maritime sector by engaging an ever-larger community of people
from research and practice also resulted in a textbook on “Maritime Informatics®” covering all the emerging con-
cepts that are transforming maritime-based supply chains.

Note. The opinions expressed herein are the authors’; they are not necessarily those of their employers
or organisations in which they are active.

5 https://www.cutter.com/article/five-value-archetypes-493561
¢ https://www.springer.com/gp/book/9783030508913
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