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DEFINITIONS
Codebook – A data specification listing each signal or data channel and its protocol,
format, unit of measure, and other properties such as min-max range, precision and data
interval. A Codebook allows the data consumer to interpret Raw Data, providing context to
define the electromagnetic signals produced by Shipboard Equipment and allowing those
signals to be recognised as data points. This could be in the form of a translation table,
mapping template, or any other format that will allow the Equipment Owner or a designated
third-party to interpret the Raw Data from Shipboard Equipment.
Equipment Manufacturer – The company manufacturing Shipboard Equipment. In the
context of these recommendations, a company selling Shipboard Equipment to the
Equipment Owner may also be treated as the Equipment Manufacturer if they have access
to or control over the Raw Data produced by the equipment and are the contracting party
with the Equipment Owner, even if they are not the initial manufacturer of the equipment.
Equipment Owner – For purchased Shipboard Equipment, the owner (purchaser) of the
equipment. For equipment included in an ‘XX as a Service’ contract or a leasing agreement,
the subscriber to ‘XX as a Service’ or the lessor are, in effect, the Equipment Owner within
the context of these recommendations (subject to the terms of the service agreement or
lease). If Shipboard Equipment is leased under an agreement that includes maintenance
and management, access to operational data may not serve any obvious practical
function but should still be considered and discussed during contract negotiations.
Raw Data – In the context of this document, Raw Data refers to unimproved
electromagnetic signals or records produced or collected during the course of normal
operation of vessel equipment by electronic, magnetic or any other means, in analogue,
serial or Ethernet form, that cannot be recognised by human perception.
Shipboard Equipment – Mechanical and electronic systems used during the operation of
a ship.
Shipowner – The owner of the ship, or the agent named by the owner to represent their
interests and assume the management, particularly technical management, of the ship. A
vessel management company may be acting as the Shipowner for the purposes of this
document, as the party involved in agreeing contracts for the procurement of Shipboard
Equipment and services.
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INTRODUCTION
Data-dependent maritime digital services and Internet of Things (IoT) applications require
access to Raw Data from Shipboard Equipment to function correctly. This data must be
presented in a usable format for data processing to take place, whether it is created
natively in a usable format or translated to a usable format after its initial creation.
For shipping companies to maximise the value of their data and ensure that they have the
widest possible access to digital services within an open and competitive market it is
necessary that unreasonable and disproportionate limitations are not placed on their
ability to access the Raw Data produced by their Shipboard Equipment.
These Best Practice Recommendations for data ownership and access in the maritime
industry establish three main pillars of data ownership and access:
(1) the Raw Data produced by Shipboard Equipment belongs to the Equipment Owner and
that ownership conveys certain rights.
(2) Equipment Manufacturers should not place unreasonable limitations on the Equipment
Owner’s ability to access the Raw Data produced by Shipboard Equipment.
(3) Equipment Manufacturers should provide the Equipment Owner with access to the
Codebooks that define the Raw Data, for free or at a reasonable and proportionate cost
where necessary, to allow the Equipment Owner to pursue data processing services relating
to their shipboard equipment.
Additional recommendations relating to issues such as storage of historical data, transfer
of ownership, and liability in case of vessel incidents involving shipboard equipment, which
derive from or are relevant to the practical application of these three pillars, are also
included in this document.
These recommendations have been created by the members of the Smart Maritime
Council to alert shipping companies and the wider maritime sector to the issues described
within, and to encourage industry stakeholders to explicitly recognise data ownership and
access considerations within the terms and conditions of their contracts for maritime
products and services.
The document includes a non-exhaustive list of non-binding industry best practices
identified by Smart Maritime Council members as recommended discussion points when
purchasing or leasing vessel equipment and services. Shipping companies are encouraged
to discuss the issues outlined below with their suppliers when entering into a contractual
relationship so as to ensure that issues of data ownership and access are agreed at the
beginning of the process, and that any subsequent usage of the data that is created by
Shipboard Equipment is based on the principle of informed consent between both parties.
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BEST PRACTICE GUIDELINES
1. Raw Data ownership
The Raw Data originating from Shipboard Equipment in the normal course of operations
belongs to the Equipment Owner (in most cases, the Shipowner). Ownership of this Raw
Data confers the right to access, copy, modify, process and store the data, and to assign
these same access privileges to others.

2. Consent to use Raw Data
As ownership of the Raw Data lies with the Equipment Owner, consent to use that data for
any purpose must be granted by the Equipment Owner before its use. The use of data
(anonymised or otherwise) by Equipment Manufacturers or relevant third parties for
ongoing improvement processes, benchmarking and other related activities is acceptable,
but only with consent clearly agreed in the contract terms for the equipment.

3. Translation and Normalisation of Raw Data
Equipment Manufacturers are entitled to charge a reasonable and proportionate fee for
basic translation of Raw Data from its original format into a standard format for processing
if the original format is unusable by the Equipment Owner. This could take the form of a onetime data translation fee for a specific data set, or an ongoing subscription under a
continuous ‘data as a service’ supply agreement, based on agreement between the parties.
If data is natively produced in an open standard format by Shipboard Equipment during
normal operation there should be no charge involved in providing this dataset to the
Equipment Owner as there is no extra effort required.
Equipment Owners are also entitled to translate the Raw Data themselves where required
or have it translated by third parties other than the Equipment Manufacturer should they so
choose. Equipment Manufacturers should not introduce barriers to access to this Raw Data
purely for the purpose of restricting the Equipment Owner’s rights in this regard. If a specific
type of Shipboard Equipment produces data in a native format that cannot be translated
or normalised in any feasible or practical manner that would allow the equipment owner to
have access to usable data this should be discussed, explained and agreed with the
Equipment Owner within the contract terms.

4. Access to Raw Data Codebook
When so requested, an Equipment Manufacturer should provide the Shipboard Equipment’s
Codebook to the Equipment Owner, who may in turn forward the Codebook to a third party
(such as an ITC services provider) for the purposes of reading, processing or normalising
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the Raw Data. The Raw Data Codebook shall be provided for free or for a reasonable and
proportionate fee related to the cost of its provision. Should this prove impractical for
specific pieces of Shipboard Equipment based on their complexity, configuration, native
outputs, or any other reason, this should be discussed, explained and agreed with the
Equipment Owner within the contract terms.

5. Processing of Raw Data into new forms
Raw Data that has been processed by the Equipment Manufacturer using the company’s
own intellectual property (software, algorithms etc) is a separate product to the Raw Data
itself. Equipment Manufacturers can expect to be paid a reasonable and proportionate fee
for the work involved in adding value to Raw Data through processing. Equipment Owners
also have the right to have their Raw Data processed by third parties other than the
Equipment Manufacturer should they so choose. Equipment Manufacturers should not
introduce barriers to access to this Raw Data purely for the purpose of restricting the
Equipment Owner’s rights in this regard.

6. Pre-defined available data points
Equipment Manufacturers should share any predefined lists of existing data points that they
are able to provide for free to the Equipment Owner at the time of contract, with the
contracting parties recognising that items falling outside that pre-defined list may require
customisation project work to be undertaken and may incur an additional charge for the
effort and resources involved.

7. Confidentiality of sensitive Raw Data
Equipment Manufacturers are entitled to agree specific restrictive contractual terms with
Equipment Owners to restrict sharing of Raw Data with identified third parties that are in
competition with the Equipment Manufacturer, if such a restriction is seen as necessary to
protect intellectual property, guard against reverse engineering of proprietary technologies
and maintain business competitiveness, without detriment to the Equipment Owner. Such
restrictions should be agreed by both parties at the beginning of the contractual
relationship.

8. Access to ISO 19848 data
It is acknowledged that not all Raw Data created by equipment during operation will have
value to the Equipment Owner, and that some Raw Data may be kept private by the
Equipment Manufacturer due to it being relevant only to the running of the equipment itself.
It is suggested that items included in the ISO 19848 codebook and data catalogue (see
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Reference 1) should be used as a neutral and freely available non-exhaustive list of public
data points that should be made available to Equipment Owners by all Equipment
Manufacturers upon request. The formats of non-listed Raw Data types emitted by
Shipboard Equipment may be kept private by the Equipment Manufacturer, as they may
contain intellectual property may be relevant only to the running of the equipment itself.

9. Historical data
Availability of historical data from Shipboard Equipment should not be presumed. The
amount of time that Raw Data will be available after it has been initially created will vary
according to the type of equipment in question and may be minimal. Should the Equipment
Owner expect that they will require the Raw Data from Shipboard Equipment to be collected
for later use, they should discuss the inclusion of data historian equipment and services (on
the ship, in the cloud or on shore) with their Equipment Manufacturers or with third party
service providers. It is accepted that data that is owned by the Equipment Owner at the
time of its creation may not be available at a later date if no provisions for its collection and
storage have been agreed.

10. Transfer of data sets in sale/purchase contracts
In contracts for the sale and purchase of vessels, the inclusion of historical data sets with
the ship cannot be presumed. It is recommended that contracts for the sale and purchase
of vessels incorporate explicit clauses pertaining to the data that will be transferred with
the transfer of ownership of the vessel, recognising the data’s status as a separate asset
from the ship itself. Contractual clauses should include a data manifest (on board ship, in
the cloud and on shore) as well as details of data stewardship (e.g., a software provider or
cloud hosting service). Such a clause should also be considered for inclusion in contracts
for the transfer of management of a vessel between a Shipowner and third-party manager.

11. Liability through data ownership
When taking ownership of vessel data, Shipowners should consider that they may also be
transferring responsibility for the storage, protection and security of that data from the
Equipment Manufacturer to themselves. This responsibility may also introduce liabilities in
any circumstances where that dataset is considered as an item of interest in an incident,
accident, or any other legal inquiry, where it could be deemed that control of specific
datasets implies knowledge of the status of operation of Shipboard Equipment. Failure by
the Equipment Owner to share Raw Data under their control with the Equipment
Manufacturer could also hinder the Equipment Manufacturer in preventing or mitigating
shipboard incidents relating to that equipment. The Shipowner should consider these issues
of responsibility and liability when asserting their data ownership rights, seeking support
from third-party services in managing their data where required.
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1.

ISO 19848 Codebooks and Data Catalogues are available directly from ISO, from the
Japan Ship Machinery and Equipment Association (JSMEA) and from DNV.

Disclaimer: This document is presented as a set of recommendations, guidelines and best practices that are
freely available for information purposes only. The clauses contained within are not intended to be copied and
used as contractual clauses in any agreement between parties relating to ownership and access of data
created by maritime equipment, or in any other circumstances. These guidelines are presented as a nonexhaustive list of suggested issues to consider when entering into an agreement to procure equipment or
machinery capable of generating digital data. Any parties intending to create a contractual relationship with
express provisions for data ownership and access should work with their own legal representatives to ensure
that agreements relating to subjects included in this document are drafted in accordance with their own
requirements and in compliance with the legal requirements in their respective jurisdictions.
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